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Abstract 
This paper presents speech security  method which enables variety of encryption operations in the combined time and frequency spaces. The analog speech encryption operations is performed by an important Biorthogonal transformation technique in order to give the communication systems that based on using a speech signal  high degree of the security. The noisy communication channel usually  accompanying the encryption processes is studied.
     Different case studies were taken into consideration, through using different types of Biorthogonal transforms.
     The performance of the proposed scheme is examined through the calculation of evaluation measure (the segmental signal to noise ratio). The results are promising for analog speech encryption systems.
الخلاصة:

        يقدم هذا البحث طريقة لامنية الكلام والذي يقوم بعمليات التشفير في مجالي الوقت والتردد ويستخدم تقنية مهمة وهي تقنية محول التعامد الثنائي لغرض اعطاء انظمة الاتصالات التي تعتمد على استخدام الاشارات الكلامية امنية عالية, كذلك تم دراسة قناة الاتصال الضوضائية التي غالبا ما ترافق عمليات التشفير. لقد تم الاخذ بنظر الاعتبار حالات دراسية مختلفة من خلال استخدام انواع مختلفة من محولات التعامد الثنائي.ان كفاءة النظام المقترح درست من خلال احتساب مقياس التقويم (نسبة الاشارة الى الضوضاء المتقطع) وقد كانت النتائج واعدة لانظمة تشفير الكلام التناظرية.
1. Introduction
      Security is a frequent concern when considering communication systems for workplace use. Wireless voice or data systems may be used to transmit critical and sensitive information may be transmitted through the airwaves, making this information subject to unauthorized interception and subsequent eavesdropping. no commercially available communication system is entirely secure — wires can be tapped, and radio links can be intercepted or jammed. the encryption and encryption codes can be used to protect communication system from  eavesdropping  information(Goldburg et al.,1993; Wireless,2009). A measure of the level of security provided by a system is the cost associated with accessing and interpreting intercepted information relative to the value of that information. All workplace wireless systems offer a fundamental level of security from radio eavesdropping equipment.
The digital speech encryption system uses digital transmission, meaning that the analog voice signal is converted to a digital signal. This digital signal is scrambled to improve transmission, further complicating the ability to interpret an intercepted signal (Job-Sluder,2002).
     A permutation is obtained by dividing a signal onto finite number of same-width segments, either in frequency or in time domain, and by permuting these segments.Permutation in frequency domain divides spectrum of a signal in several subbands and permutes them(Frequency,2003).

In some sophisticated systems, the cryptological level is increased by inversion of certain subbands. The ordinal number of permutation and positions of inverted subbands form a set of parameters known as a key. Lower residual intelligibility of scrambled signal could be achieved by careful choice of key(Goldburg et al.,1993;Savas ,2002).

The most part of speech signal energy is concentrated in first few sub-bands, therefore these sub-bands could be easily detected. As soon as cryptoanalizer finds positions of these subbands and permute them onto their original position, he will be able to interpret the hidden message. Thus it is necessary to take greater number of sub-bands but it requires more memory resources and increases distortion of decrypted signal  (Wireless,2009).
      In this paper we propose speech encryption using Biorthogonal  decompositions of the coefficients matrix in the time-frequency domain of Biorthogonal  transform.
     In this  study, it is demonstrated that the proposed method can be used for efficient analog speech signals encryption using Biorthogonal   family. Proposed scheme  provides a higher security  compared with other systems that used other transformation such as FFT. Therefore, the proposed scheme seems to be attractive for practical use than others encryption schemes.
  2. Analog Speech Encryption  
        Most radio security systems provide protection by modifying the original signal in a process known as encryption. In the simplest terms, encryption involves some sort of manipulation of the signal wave in its analog form, so that the signal transmitted is different from the signal that was originally produced - speech. This encryption makes it difficult or impossible for a casual listener to work out the original speech pattern ( Savas 2002).
The system consist on three logical parts: the sender, the channel and the receiver.. After passing through some filters and the signal is randomly modulated to 6400 or 12800 Hz, while the frequency of the original signal gets inverted. A frequency selection bit decides which of the two possible values should be used (Wireless,2009).

This bit is generated in a pseudo-random manner using a memory buffer as the random number seed. Then the scrambled signal is sent over a cable, along with some other information (encrypted selection bit and system clocks) to the receiver, who demodulates the signal on a similar fashion using the decrypted selection bit. Note that both sender and receiver must agree on which initial seed to use in order to guarantee correct decodification of audio signal. Finally, the signal is presented to the receiver (Frequency,2003;Job-Sluder,2002). 
3. Voice Inversion 
      One of the most common encryption methods used is frequency inversion. As the name suggests, this process takes the frequency of the input speech signal, and inverts it to provide a mirror image at a different frequency range. For transmission purposes, the human voice spectrum ranges from about 300-3000 Hz, and the voice signal is more powerful at lower frequencies(Wireless,2009). By inverting the signal, the relative power at each frequency level changes. The original spectrum is also repeated at a higher frequency.
The inversion frequency used affects the frequency of the resultant signal. In the illustration, the input signal is inverted at frequency 3.3kHz. This process relocates the power level of each input frequency to a new position, calculated as the difference between the original frequency and the inversion frequency(Frequency,2003). 
However, the inversion process also creates a second signal block, identical to the input signal but moved to higher frequencies. The frequencies for this higher block are calculated as the sum of the input signal and the inversion frequency. These high frequencies are outside the radio's normal transmission range, so the signal is filtered before transmission and only the lower block is transmitted(Job-Sluder,2002).

As long as the transmitting and receiving radios process the signal using the same inversion frequency, the signal can be scrambled and recovered with good quality.

There are a number of different techniques used for frequency inversion. In its most basic form, the process operates with inversion around a single frequency for the entire communication. However, for greater protection inversion can use a number of different frequencies, changing periodically during the communication. This is called "dynamic" frequency inversion. The process is often incorrectly called "frequency hopping", but should not be confused with true hopping, where the transmission frequency itself changes(Frequency,2003).
4.Wavelet and Filter Bank
    Many families of wavelets have proven to be very useful in signal analysis, such as Biorthogonal family ,  Biorthogonal wavelets are linear phase, which is important for signal and image reconstruction (orthogonal filters never have linear phase). Both orthogonal and biorthogonal wavelets can achieve perfect reconstruction.
Biorthogonal wavelets consist of two functions, one for decomposition and the other for reconstruction, instead of the same single one. Also, the low pass and high pass FIR filters have different lengths, unlike quadrature mirror filters which have the same length.,(see Figure (1)) (Graps,2001).
Many speech-processing techniques have tried to mimic the auditory filter bank through the use of cepstral filters. These techniques are often solely based on the spectrum of a signal, unlike human hearing which also utilises temporal information (Caladerbank etal.,1996). Wavelet-based analysis provides better localisation in both time and frequency domains. In speech processing, this is essential for tracking vowels and consonants. The Morlet wavelet provides best time and frequency localisation.
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To design of wavelet filter bank, the main considerations are the bandwidth (of individual wavelet filters) and thnumber of wavelet filters per octave(Bendetto and Frazier,1994). 
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Figure 1: Discrete scaling function of Biorthogonal
5.The Continuous Wavelet Transform
     The continuous wavelet transform is
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The wavelet function 
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  used is the Morlet wavelet. The discrete version of the wavelet transform can be written as
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                   m : frequency scale   m= 0-6     
where           n  : time shift            n= 0-1023

                    k  : sample index      k= 0-1023                                       (4)                      
and 
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is the scale factor to fit the Morlet wavelet to the time frame used. Direct implementation of (3) and (4) requires a large

number of computations. If (3) is viewed as the response of a signal to a linear system, i.e. a simple convolution, computationally it is advantageous to calculate (3) in the frequency domain (Caladerbank etal.,1996;Graps,2001). In addition, if the term (k-n) in (3) is considered as the frequency term in the FFT, the wavelet transform for an entire octave can be evaluated as the inverse Fourier transform
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where the scaled wavelet for a particular octave is
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Even though the Morlet wavelet bases are not orthogonal, the reconstruction can be evaluated from the following formula 
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where 
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 is a constant (0.776) for Morlet wavelet and 
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 is the compensation factor because the continuous wavelets are not orthogonal(Akansu and Simith,1996).

6. Proposed Analog Speech Encryption System   
    Based on the Biorthogonal   transform, a speech security is designed. the purpose of the system to obtain high security speech signal. 

Figure(2) shows this system. The analog speech encryption based on Biorthogonal  transform is composed of several stages: At the transmitter,  the first stage includes speech signals recording, ,then speech signals are segmented in to equal size s of frames. The proposed system operates at a sampling rate of  8 kHz. The number of coefficients is chosen as 256 witch gives a 32ms frame time .So that the band width of the system does not increase because of the encryption process, permutation is restricted to M coefficients lying within the speech band 300-3400 Hz. at the sampling rate of 8 kHz.
 In order to increase the system security each sampled speech frames resulting from first stage will undergo Biorthogonal -transform    to obtain highly secure approximate and detail coefficients.

After that, the best voice security is achieved by randomly permuting the associated coefficients before inversely transformed in to the time domain is achieved. The encryption speech frames is transformed into time domains by applying the inverse transformations at the permuted frames resulting from the previously stage. The output high  security signal in the time domain and the frequency domain will be transmitted. The effect of communication channel are simulated by adding  white Gaussian noise to the encrypted  speech signal. The encrypted  speech signal is transmitted in place of original speech signal  via the communication channel.
        At the receiver, The decryption process is performed  to recover the received signal. This process is achieved according to encryption process by the following steps:
 A Biorthogonal  transforms is performed on each frame resulting a transform  components vector. 

Then repermutates encryption speech in each frame resulting from  above step in order to  recover the original position of  all frames.

Finally, the Inverse  Biorthogonal  Transforms  is achieved, resulting in reconstruction speech signal. 
     
Figure 2: Proposed analog speech encryption system based on Biorthogonal  transforms.
7.Results

       Simulation results of atypical experiment high secured Speech system are demonstrated in tables (1) , (2),(3) and (4). Tables(1)and(2) represent Segmental SNR measures for the encrypted and decrypted speech signal respectively using many types of Biorthogonal  transformations  for the analysis levels=1,3,5 with free communication channel, while Tables(3) and (4) present Segmental SNR measures for the encrypted and decrypted speech signal respectively with noisy communication channel.
Table (1):Segmental SNR for encrypted speech signal

	             Level

Transforms
	1
	3
	5

	BIOR 1.3
	-4.2578
	-3.4039
	-3.6259

	BIOR 1.5
	-4.4362
	-3.6627
	-3.5827

	BIOR 2.2
	-4.1738
	-2.9748
	-3.1059

	BIOR 2.4
	-4.2634
	-3.1031
	-3.1364

	BIOR 3.1
	-4.8527
	-3.9075
	-4.1615

	BIOR.3.3
	-4.6437
	-3.8109
	-3.9886

	BIOR 3.5
	-4.5335
	-3.9587
	-4.2119

	BIOR 4.4
	-4.0410
	-2.6136
	-2.6948

	RBIO 1.3
	-3.9909
	-2.6772
	-2.7270

	RBIO 1.5
	-4.0275
	-2.6298
	-2.5946

	RBIO 2.2
	-4.2411
	-3.5397
	-3.7681

	RBIO 2.4
	-4.2617
	-3.0034
	-3.2401

	RBIO 3.1
	-6.2036
	-7.8167
	-9.2365

	RBIO.3.3
	-4.8408
	-4.7647
	-5.3912

	RBIO 3.5
	-4.6483
	-4.3439
	-4.4513

	RBIO 4.4
	-4.2212
	-2.9992
	-3.1622


Table (2):Segmental SNR for decrypted speech signal

	             Level

Transforms
	1
	3
	5

	BIOR 1.3
	40.9741
	84.3057
	9.4860

	BIOR 1.5
	119.7698
	7.4790
	5.4768

	BIOR 2.2
	41.3584
	62.4292
	5.6009

	BIOR 2.4
	117.6532
	12.0277
	7.3573

	BIOR 3.1
	161.1632
	12.3256
	8.9574

	BIOR.3.3
	13.4830
	10.0683
	9.0411

	BIOR 3.5
	9.9244
	7.6818
	2.5075

	BIOR 4.4
	91.9540
	11.0131
	7.6287

	RBIO 1.3
	19.6852
	39.9455
	11.4900

	RBIO 1.5
	119.9399
	7.7285
	6.0934

	RBIO 2.2
	16.0229
	38.2675
	5.9661

	RBIO 2.4
	115.6095
	7.1783
	5.2076

	RBIO 3.1
	160.2822
	6.4009
	5.0852

	RBIO.3.3
	11.0121
	6.4859
	6.9932

	RBIO 3.5
	7.0666
	4.2619
	-0.0920

	RBIO 4.4
	91.2291
	9.4260
	6.9348


Table (3): Segmental SNR for encrypted speech signal with noisy communication channel at SNR=10 db

	             Level

Transform
	1
	3
	5

	BIOR 1.3
	-4.3594
	-3.5358
	-3.7550

	BIOR 1.5
	-4.5115
	-3.8117
	-3.7200

	BIOR 2.4
	-4.3535
	-3.2940
	-3.3262

	BIOR 3.1
	-4.9755
	-4.0768
	-4.2928

	BIOR.3.3
	-4.7574
	-3.9659
	-4.1279

	RBIO 1.3
	-4.1074
	-2.8755
	-2.9164

	RBIO 1.5
	-4.1197
	-2.8358
	-2.8142

	RBIO 2.4
	-4.3344
	-3.1991
	-3.3951

	RBIO 3.1
	-6.2533
	-7.8677
	-9.2702

	RBIO.3.3
	-4.9582
	-4.8787
	-5.4453


Table (4): Segmental SNR for decrypted speech signal with noisy communication channel at SNR=10 db
	             Level

Transform
	1
	3
	5

	BIOR 1.3
	10.7319
	8.8019
	7.0961

	BIOR 1.5
	10.6257
	6.0192
	4.1744

	BIOR 2.4
	9.9355
	7.8263
	5.8386

	BIOR 3.1
	8.6365
	4.1658
	2.9162

	BIOR.3.3
	8.0167
	6.2948
	3.3017

	RBIO 1.3
	10.9369
	9.2289
	8.2164

	RBIO 1.5
	10.7705
	6.2599
	4.8395

	RBIO 2.4
	9.4184
	5.5837
	4.1437

	RBIO 3.1
	8.8455
	2.7454
	1.8036

	RBIO.3.3
	7.0226
	4.1420
	2.6791


 Conclusion
     A novel approach for  analog speech encryption system using Biorthogonal  transforms with free and noisy communication channel is  described.
   The performance of the proposed speech encryption system based on Biorthogonal transforms is examined on actual Arabic speech signals. The design of the proposed scheme have been proven efficient and sufficient, this method provides high secure transmitted speech signal (encrypted speech signal)  and good quality received speech signal (decrypted speech signal) . The algorithm described in this paper could be adapted in the future to be the front end of analog speech encryption system. The proposed approach is promising.
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