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Abstract
The stream cipher is one of the important branches of modern cryptography. The stream cipher systems depend basically on Linear Feedback Shift Register (LFSR) units. Golomb used the recurrence relation to find the next state values of single LFSR depending on initial values, s.t. he can be considered the first who can construct a linear equations system of a single LFSR. Attacking of key generator means attempt to find the initial values of the combined LFSR's.
In this paper, firstly, a Golomb's method introduced to construct a linear equations system of a single LFSR. Secondly, this method developed to construct a linear equations system of key generator (a LFSR system) where the effect of combining function of LFSR is obvious. Lastly, before solving the linear equations system, the uniqueness of the solution must be tested, then solving the linear equations system using one of the classical methods like Gauss elimination. Finding the solution of linear equations system means find the initial values of the generator. One of the known generators; Geffe generator, treated as a practical example of this work.

خلاصة
يعتبر التشفير الانسيابي احد اهم فروع علم التشفير الحديث. ان نظم التشفير الانسيابي اعتمدت بشكل اساسي على وحدة انظمة المسجل الزاحف الخطي ذو التغذية التراجعية. استخدم كولومب العلاقة التكرارية لايجاد قيم الحالة التالية لمسجل زاحف منفرد بالاعتماد على القيم الابتدائية له لذلك اعتبر اول من استطاع انشاء نظام معادلات خطية لمسجل زاحف منفرد. ان مهاجمة مولد مفاتيح يعني محاولة ايجاد القيم الابتدائية لمسجلاته الزاحفة.

في هذا البحث، اولا تم عرض طريقة كولومب لانشاء نظام معادلات خطية لمسجل زاحف منفرد. ثانيا، تم تطوير هذه الطريقة لانشاء نظام معادلات خطية لمولد مفاتيح (منظومة مسجلات زاحفة) والتي يظهر فيها جليا تأثير الدالة المركبة. واخيرا، وقبل الشروع بحل ذلك النظام الخطي ،علينا اختبار توفر ووحدانية الحل لهذا النظام ومن ثم حل هذا النظام باستخدام احدى الطرق التقليدية المعروفة مثل طريقة كاوس للحذف. ان حل نظام المعادلات الخطية يعني ايجاد القيم الابتدائية للمسجلات الزاحفة المشتركة في المولد. احد المولدات المعروفة، مثل مولد جيف، كان المثال العملي لهذه البحث.
1. Introduction
The LFSR System (LFSRS) or the key generator structure depends of two main basic units. First, is the feedback function and initial state values (Schneier, 1997). The second one, is the Combining Function (CF), which is a Boolean function (Whitesitt, 1995). Most of all Stream Cipher System's are depending on these two basic units. Figure1 shows a simple diagram of LFSRS which is consists of n LFSR's.


The main goal of this paper is to find the initial values of every LFSR in the system depending on the following information:

1. The length of every LFSR and its feedback function are known.
2. The CF is known.
3. The output sequence S (keystream) generated from the LFSRS is known, or part of it, practically, that means, a probable word attack being applied (Schneier, 1997).
This work implemented by three stages; constructing linear equations system for LFSRs, testing the existence and the uniqueness of the solution of this system, and lastly, solving the linear equations system.
2. Constructing a Linear Equations System for Single LFSR
In this stage we will show a method to construct a LES depending on single LFSR using recurrence relation.

Before involving in solving the Linear Equations System (LES), it should show how could be the LES of a single LFSR constructed, since it's considered a basic unit of LFSRS. Let’s assume that all LFSR that are used are maximum LFSR, that means, Period (P)=2r-1, where r is LFSR length.

Let SRr be a single LFSR with length r, let A0=(a-1,a-2,…,a-r) be the initial value vector of SRr, s.t. a-j, 1(j(r, be the component j of the vector A0, in another word, a-j is the initial bit of stage j of SRr, let C0T=(c1,…,cr) be the feedback vector, cj({0,1}, if cj=1 that means the stage j is connected. Let S=
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 be the sequence (or S=(s0,s1,…,sm-1) read “S vector”) with length m generated from SRr. The generation of S depending on the following equation (Geffe, 1973): 

si =ai = 
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Equation (1) represents the linear recurrence relation.

The objective is finding the A0, when r, C0 and S are known.

Let M be a r(r matrix, which is describes the initial phase of SRr
M=(C0|I r(r-1), where M0=I.

Let A1 represents the new initial of SRr after one shift, s.t.

A1=A0(M=(a-1,a-2,…,a-r)
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,a-1,…,a1-r).

In general,

Ai=Ai-1(M, i=0,1,2,… 






…(2)

Equation (2) can be considered as a recurrence relation, so we have:

Ai=Ai-1(M=Ai-2(M2=…=A0(Mi 





…(3)

The matrix Mi represents the phase i of SRr, equations (2,3) can be considered as a Markov Process s.t. A0 is the initial probability distribution, Ai represents probability distribution and M be the transition matrix (Golomb, 1982).

Notice that:

M2=[C1C0|Ir(r-2] and so on until get Mi=[Ci-1…C0|Ir(r-i], where 1(i<r.

When CP=C0 then MP+1=M.
Now let’s calculate Ci  (Papoulis, 2001) s.t.

Ci=M(Ci-1, i=1,2,… 







…(4)

Equation (1) can be rewritten as:

A0(Ci=si , i=0,1,..,r-1







 …(5)

When i=0 then A0(C0=s0 is the 1st equation of the LES,

i=1 then A0(C1=s1 is the 2nd equation of the LES, and

i=r-1 then A0(Cr-1=sr-1 is the rth equation of the LES.

In general:

A0(С=S








…(6)

С represents the matrix of all Ci vectors s.t.

С=(C0C1…Cr-1) 







…(7)

The LES can be formulated as:

Y=[ СT|ST] 








…(8)

Y represents the extended matrix of the LES.

Example (1)

Let the SR4 has C0T=(0,0,1,1) and S=(1,0,0,1), by using equation (4), we get:
C1=M(C0=
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, in the same way, C2=
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From equation (6) we have:
A0
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= (1,0,0,1), this system can be written as equations:

a-3+a-4=1

a-2+a-3=0

a-1+a-2=0

a-1+a-3+a-4=1

Then the LES after using formula (8) is:

Y=
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…(9)

3. Constructing A Linear Equations System for Geffe Generator
 Let’s have n of
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with length rj, j=1,2,…,n, with feedback vector C0j=
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,and has unknown initial value vector A0j=(a-1j,…,a-rjj), so 
[image: image11.wmf]j

r

SR
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By using recurrence equation (4),

Cij=Mj(Ci-1,j, i=1,2,… 






…(10)

by using equation (5):

A0j(Cij=sij, i=0,1,…,r-1 and Sj=(s0j,s1j,…,sm-1,j).

Sj represents the output vector of
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, which of course, is unknown too. m represents the number of variables produced from the LFSR’s with consider to CF, in the same time its represents the number of equations which are be needed to solve the LES. Of course, there is n of LES (one LES for each 
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 with unknown absolute values).

Now, let A0 be the extended vector for m variables, which consists of initial values from all LFSR’s and С is the matrix of Ci vectors considering the CF, Ci represents the extended vector of all feedback vectors Cij, then A0(С=S.

As usual, this system consists of three LFSR’s. The CF of this generator is F(x1,x2,x3)=x1+x1x2+x2x3 [Pap.01], for this reason m=r1+r1r2+r2r3, and the initial value is:

A0=A01+A01A02+A02A03=(d0,d1,…,dm-1),

s.t. d0=a-11a-12, d1=a-11a-22,…,dm-1=
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      …(11)

(This arrangement is not standard so it can be changed according to the researcher requirements).

In the same way, equation (11) can be applied on the feedback vector Cij:

Ci=Ci1+Ci1Ci2+Ci2Ci3.

And the sequence S will be:

S=S1+S1S2+S2S3 s.t. si=si1+si1si2+si2si3,

si is the element i of S.

So the LES can be obtained by equation (6).

Figure 3 shows the sequence S which is generated from Geffe Generator (Geffe, 1973)


Example (2)
Let’s have the following feedback vectors for 3 LFSR with length 2,3 and 4:

C01=
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, then m=20.

S=(1,1,1,1,0,0,1,1,1,0,1,1,1,1,0,1,1,0,1,1)

C01=C31=C61=C91=C12,1=C15,1=C18,1=C21,1=C24,1=
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C11=C41=C71=C10,1=C13,1=C16,1=C19,1=C22,1=C25,1=
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C21=C51=C81=C11,1=C14,1=C17,1=C20,1=C23,1=
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C02=C72=C14,2=C21,2=
[image: image23.wmf]÷

÷

÷

ø

ö

ç

ç

ç

è

æ

1

0

1

, C12=C82=C15,2=C22,2=
[image: image24.wmf]÷

÷

÷

ø

ö

ç

ç

ç

è

æ

1

1

1

, C22=C92=C16,2=C23,2=
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 C32=C10,2=C17,2=C24,2=
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, C42=C11,2=C18,2=C25,2=
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C03=C15,3=
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By applying equation (4), C0T will be:

C0T=(1,1,1,0,1,1,0,1,1,0,0,1,0,0,0,0,1,0,0,1).
Therefore,


1 1 1 0 1 1 0 1 1 0 0 1 0 0 0 0 1 0 0 1 | 1
0 1 0 0 0 1 1 1 1 0 1 1 1 0 1 1 1 0 1 1 | 1
1 0 0 1 1 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 | 1
1 1 1 1 0 1 1 0 0 1 1 1 0 1 1 1 0 0 0 0 | 1
0 1 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 1 1 0 | 0
1 0 0 1 0 0 0 0 0 0 0 0 0 1 0 1 0 0 0 0 | 0
1 1 1 0 0 1 0 0 1 0 1 0 0 0 0 0 0 0 0 0 | 1
0 1 0 0 0 1 0 1 1 1 0 1 0 0 0 0 1 1 0 1 | 1
1 0 1 1 1 0 0 0 0 0 1 1 0 0 1 1 0 0 1 1 | 1
Y =      1 1 0 1 1 0 1 1 0 0 0 0 0 1 1 0 0 1 1 0 | 0



…(12)
0 1 0 0 0 1 1 0 1 1 0 0 1 1 0 0 0 0 0 0 | 1
1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 | 1
1 1 0 1 0 0 1 0 0 0 0 0 0 0 1 0 0 0 0 0 | 1
0 1 0 0 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 | 1
1 0 1 0 1 0 0 0 1 0 0 0 0 0 0 0 1 0 0 0 | 0
1 1 1 1 1 1 1 1 1 0 0 1 1 0 0 1 1 0 0 1 | 1
0 1 0 0 0 0 1 1 0 0 0 0 1 0 1 1 1 0 1 1 | 1
1 0 1 1 0 0 0 0 1 1 1 1 1 1 1 1 0 0 0 0 | 0
1 1 0 0 1 0 0 1 0 0 0 0 0 0 0 0 0 1 1 1 | 1
0 1 0 0 0 0 1 0 0 0 0 0 1 1 1 0 0 0 0 0 | 1
4. Test the Uniqueness of the Solution of LES
In this stage we will test the existence and the uniqueness of the solution of LES using one of the traditional methods.
Since the system consists of m variables, then there are 2m-1 equations, but only m independent equations are needed to solve the system. If the system contains dependent equations, then the system has no unique solution. So first it should test the uniqueness of solution of the system by many ways like calculating the rank of the system matrix (r(СT)) or by finding the determinant of the matrix. If the rank equal the matrix degree (deg(СT)), then the system has unique solution, else (r(СT)< deg(СT)) the system has no unique solution.

In order to calculate the r(СT) it has to use the elementary operations to convert the СT matrix to a simplest matrix by making, as many as possible of, the matrix elements zero’s. The elementary operations should be applied in the rows and columns of the matrix СT, if it converts to Identity matrix then r(СT)=deg(СT)=m, then we can judge that  СT has unique solution [Jen.92].

Example (3)

Let’s have the matrix СT=
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, by using the elementary operations, the 
matrix can be converted to the matrix СT*=
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,
this matrix has rank =4=deg(СT) then the matrix has unique solution.
5. Solving The LES
After be sure that the LES has unique solution, the LES can be solved by using one of the most common classical methods, its Gauss Elimination method. This method chosen since it has lower complexity than other methods. As its known, this method depending in two main stages, first, converting the matrix Y to up triangular matrix, and the second one, is finding the converse solution (Jennings, 1992). Example (5) shows the solving of a single LES for one LFSR.
Example (4)

Let’s use the matrix Y of equation (9), after applying the elementary operations, and then the up triangular matrix is:
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Now applying the backward solution to get the initial value vector:

A0=(0,0,0,1).

The LES of n_LFSR’s is more complicated than LES of a single LFSR, specially, if the CF is high order (non-linear) function. First, it should solve the variables which are consists of multiplying more than one initial variable bits of the combined LFSR’s. As an example of Geffe Generator, its going to solve the variables dk, 1(k(m-1, then solving the initial values a-ij since dk is represented by multiplying two initial bits. In another word, every system has its own LES system because of the CF, so it has own solving method.

As an example to find the variables a-ij of Geffe Generator, first, the solution vector A0 divided into 3 parts, these three parts have lengths r1, r1(r2 and r2(r3. The first part consists of A01=(d0,d1,…,
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)=(a-11,a-21,…,a-r11), just r1 bits, and it's easy to identify this mean all components of A01 be known, the 2nd part can be divided in r1 of parts, each with length r2, then if a-j1*A02 has not all zero components, that means we found A02, but if the first r2 variables (k=0,1,…,r2-1) are zero’s that because of a-j1=0, and A02 cannot be found yet. Applying the same process on A02 and A03 elements to find A03.In the next example, the LES system Y which mentioned in example (3) will be solved.
Example (5)

When solving the LES of equation (12), then the solved vector of solution is: X=A0=(d0,d1,…d19)=(0,1,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,1). 
A01=(d0,d1)=(a-11,a-21)=(0,1).

a-12.A02=(0,0,1)(A02=(a-12,a-22,a-32)=(0,0,1).
a-23.A03=(0,0,0,1)(A01=(a-13,a-23,a-33,a-43)=(0,0,0,1).

6. Conclusions
1. If the attack changed from known plain attack to cipher attack only, which means, changing in the sequence S (non-pure absolute values), so we shall find a new technique to isolate the right equations in order to solve the LES.

2. It is not hard to construct a LES of any other LFSR systems; of course, we have to know all the necessary information (CF, the number of combined LFSR's and their lengths and tapping).
3. Notice that m is high because of the non-linearity of the combining function CF, and because of changing the non-linear variables to new variables, so we think that it can keep m as number of non-linear variables and solving the non-linear system by using methods like Newton-Raphson.
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Figure 3 Geffe generator [Gef.73].
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