
Manual:Interface/Bridge
From MikroTik Wiki
< Manual:Interface

Summary

Ethernet-like networks (Ethernet, Ethernet over IP, IEEE802.11 in ap-bridge or bridge mode, WDS, VLAN) can
be connected together using MAC bridges. The bridge feature allows the interconnection of hosts connected to
separate LANs (using EoIP, geographically distributed networks can be bridged as well if any kind of IP network
interconnection exists between them) as if they were attached to a single LAN. As bridges are transparent, they
do not appear in traceroute list, and no utility can make a distinction between a host working in one LAN and a
host working in another LAN if these LANs are bridged (depending on the way the LANs are interconnected,
latency and data rate between hosts may vary).

Network loops may emerge (intentionally or not) in complex topologies. Without any special treatment, loops
would prevent network from functioning normally, as they would lead to avalanche-like packet multiplication.
Each bridge runs an algorithm which calculates how the loop can be prevented. STP and RSTP allows bridges to
communicate with each other, so they can negotiate a loop free topology. All other alternative connections that
would otherwise form loops, are put to standby, so that should the main connection fail, another connection
could take its place. This algorithm exchanges configuration messages (BPDU - Bridge Protocol Data Unit)
periodically, so that all bridges are updated with the newest information about changes in network topology.
(R)STP selects a root bridge which is responsible for network reconfiguration, such as blocking and opening
ports on other bridges. The root bridge is the bridge with the lowest bridge ID.

Bridge Interface Setup

To combine a number of networks into one bridge, a bridge interface should be created (later, all the desired
interfaces should be set up as its ports). One MAC address will be assigned to all the bridged interfaces (the
smallest MAC address will be chosen automatically).

Properties
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(Rapid) Spanning Tree Protocol

http://en.wikipedia.org/wiki/Spanning_Tree_Protocol

Example

To add and enable a bridge interface that will forward all the protocols:

Bridge Settings

Port Settings

Port submenu is used to enslave interfaces in a particular bridge interface.
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Example

To group ether1 and ether2 in the already created bridge1 bridge

Bridge Monitoring

Used to monitor the current status of a bridge.
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Example

To monitor a bridge:

Bridge Port Monitoring

Statistics of an interface that belongs to a bridge.
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Example

To monitor a bridge port:

Bridge Host Monitoring

Example

To get the active host table:
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Bridge Firewall

The bridge firewall implements packet filtering and thereby provides security functions that are used to manage
data flow to, from and through bridge.

Packet flow diagram shows how packets are processed through router. It is possible to force bridge traffic to go
through /ip firewall filter rules (see: Bridge Settings)

There are two bridge firewall tables:

filter - bridge firewall with three predefined chains:
input - filters packets, where the destination is the bridge (including those packets that will be
routed, as they are destined to the bridge MAC address anyway)
output - filters packets, which come from the bridge (including those packets that has been routed
normally)
forward - filters packets, which are to be bridged (note: this chain is not applied to the packets that
should be routed through the router, just to those that are traversing between the ports of the same
bridge)

nat - bridge network address translation provides ways for changing source/destination MAC addresses of
the packets traversing a bridge. Has two built-in chains:

srcnat - used for "hiding" a host or a network behind a different MAC address. This chain is applied
to the packets leaving the router through a bridged interface
dstnat - used for redirecting some packets to other destinations

You can put packet marks in bridge firewall (filter and NAT), which are the same as the packet marks in IP
firewall put by '/ip firewall mangle'. In this way, packet marks put by bridge firewall can be used in 'IP
firewall', and vice versa.

General bridge firewall properties are described in this section. Some parameters that differ between nat and
filter rules are described in further sections.

Properties
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Notes

STP matchers are only valid if destination MAC address is 01:80:C2:00:00:00/FF:FF:FF:FF:FF:FF (Bridge
Group address), also stp should be enabled.

ARP matchers are only valid if mac-protocol is arp or rarp
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VLAN matchers are only valid for vlan ethernet protocol

IP-related matchers are only valid if mac-protocol is set as ipv4

802.3 matchers are only consulted if the actual frame is compliant with IEEE 802.2 and IEEE 802.3
standards (note: it is not the industry-standard Ethernet frame format used in most networks worldwide!).
These matchers are ignored for other packets.

Bridge Packet Filter

This section describes bridge packet filter specific filtering options, that are specific to '/interface bridge
filter'.

Properties

Bridge NAT

This section describes bridge NAT options, that are specific to '/interface bridge nat'.
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Properties
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