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Black hat is used to describe a hacker (or, if you prefer, cracker)
who breaks into a computer system or network with malicious
intent. Unlike a white hat hacker, the black hat hacker takes

advantage of the break-in, perhaps destroying files or stealing
data for some future purpose.



http://searchsecurity.techtarget.com/definition/hacker
http://searchsecurity.techtarget.com/definition/cracker
http://searchsecurity.techtarget.com/definition/white-hat

White hat describes a hacker who identifies a
security weakness in a computer system or network
but, instead of taking malicious advantage of it,
exposes the weakness in a way that will allow the
system's owners to fix the breach before it can be
taken advantage by others (such as black hat

hackers.)

Most attackers are not highly skilled, but take
advantage of published exploit code and known
techniques to do their damage


http://searchsecurity.techtarget.com/definition/hacker
http://searchsecurity.techtarget.com/definition/black-hat
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https://developer.apple.com/library/mac/documentation/security/conceptual/SecureCodingGuide/Articles/TypesSecVuln.html
https://developer.apple.com/library/mac/documentation/security/conceptual/SecureCodingGuide/Articles/TypesSecVuln.html
https://developer.apple.com/library/mac/documentation/security/conceptual/SecureCodingGuide/Articles/TypesSecVuln.html
https://developer.apple.com/library/mac/documentation/security/conceptual/SecureCodingGuide/Articles/TypesSecVuln.html
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http://searchmobilecomputing.techtarget.com/definition/memory
http://searchstorage.techtarget.com/definition/storage

U When an application writes temporary files to publicly accessible
directories.

ol If the file already exists before you write to it, you could be
overwriting data needed by another program, or you could be using a
file prepared by an attacker, in which case it might be a hard link or
symbolic link, redirecting your output to a file needed by the system or
to a file controlled by the attacker

if {access("file", W OEK) != 0) |
exit(1);

// After the access check

symlink ("/etc/pasz=wd",

fd = open("file", O WRONLY);
'/ 11y vriting over /e

write (fd, buffer, szizeof (buffer));
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Of particular interest to attackers is the gaining
, which refers to having the unrestricted
permission to perform any operation on the system.

An application running with root privileges can access
everything and change anything.

Many security vulnerabilities involve
that allow an attacker to obtain root privileges.

Some such exploits involve taking advantage of

, which in some special
circumstances allow an attacker to escalate their
privileges.
Others involve having access to system files that
should be restricted or finding a weakness in a
program —such as an —that is
already running with root privileges.

For this reason, it’s important to always run programs
with as few privileges as possible.



