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Objectives

« Explain the need for the Transport layer.

* |dentify the role of the Transport layer as it provides the end-to-
end transfer of data between applications.

» Describe the role of two TCP/IP Transport layer protocols: TCP
and UDP.

« Explain the key functions of the Transport layer, including
reliability, port addressing, and segmentation.

« Explain how TCP and UDP each handle key functions.
* Identify when it is appropriate to use TCP or UDP and provide
examples of applications that use each protocaol.
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Transport Layer Layer 4 (Segments)

The Transport layer provides for the segmentation of
data and the control necessary to reassemble these pieces into
the  various communication streams. Its  primary
responsibilities to accomplish this are:

* Tracking the individual communication between applications
on the source and destination hosts.

* Segmenting data and managing each piece.

* Reassembling the segments into streams of application data

 Identifying the different applications.

Class :First Lecturer : Ahmed M. M. S. Al-Salih 7
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' Transport Layer Layer 4 (Segments)

Two main protocols are worked in this layer TCP and UDP

1-TCP : Transmission Control Protocol
2-UDP : User Datagram Protocol
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Metwiork

The Transpaort laver segiments the data anmnd manages the separation of data for «different
applicaticons. Muuhkiple applications running on a device recene thie correct «data.

The Transport layer diddes the data into segments that are easier to manage and transport.
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» Tracking Individual Conversations
Any host may have multiple applications that are communicating across
the network. Each of these applications will be communicating with one or more
applications on remote hosts. It is the responsibility of the Transport layer to
maintain the multiple communication streams between these applications.

« Segmenting Data

As each application creates a stream data to be sent to a remote
application, this data must be prepared to be sent across the media iIn
manageable pieces. The Transport layer protocols describe services that
segment this data from the Application layer. This includes the encapsulation
required on each piece of data. Each piece of application data requires headers
to be added at the Transport layer to indicate to which communication it is
associated.
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« Reassembling Segments
At the receiving host, each piece of data may be directed to the
appropriate application. Additionally, these individual pieces of data must also
be reconstructed into a complete data stream that is useful to the Application
layer. The protocols at the Transport layer describe the how the Transport layer
header information is used to reassemble the data pieces into streams to be
passed to the Application layer.

 ldentifying the Applications

In order to pass data streams to the proper applications, the Transport
layer must identify the target application. To accomplish this, the Transport
layer assigns an application an identifier. The TCP/IP protocols call this
identifier a port number. Each software process that needs to access the
network is assigned a port number unique in that host. This port number is
used in the transport layer header to indicate to which application that piece of
data is associated
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e
Different segments may
take different routes.

Segment 1
Data
Segment 2
Data is Segment 3
divide:d into

segments. Segment 4
Segment 5
Segment 6

>

Having taken
different
routes to the
destination,
segments
arrive out of
order.

TCP Segments Are Re-Ordered at the Destination

Segment 1 TCP re-
orders the
Segment 2 segments
to the
Sl original

der.
Segment 5 Sraer

Segment 4

Segment 3

Segment 1

Segment 2
Segment 3
Segment 4
Segment 5

Segment 6
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Port Addressing

The Internet Assigned Numbers Authority (IANA) assigns port numbers. IANA is a

standards body that is responsible for assigning various addressing standards.

There are different types of port numbers:

1-Well Known Ports (Numbers 0 to 1023) - These numbers are reserved for services
and applications.

2-Registered Ports (Numbers 1024 to 49151) - These port numbers are assigned to
user processes or applications. These processes are primarily individual applications
that a user has chosen to install rather than common applications that would receive a
Well Known Port. When not used for a server resource, these ports may also be used
dynamically selected by a client as its source port.

3-Dynamic or Private Ports (Numbers 49152 to 65535) - Also known as Ephemeral
Ports, these are usually assigned dynamically to client applications when 1initiating a
connection.
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Port Addressing

Port Numbers

Port Number Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Registered Ports
49152 to 65535 Private and‘or Dynamic Ports
Registered TCP Ports: Well Known TCP Ports
1863 MSN Messenger 21 FTP
8008 Alternate HTTP 23 Telnet
8080 Alternate HTTP 25 SMTP
80 HTTP
110 POP3

194 Internet Relay Chat (IRC)
443 Secure HTTP (HTTPS)
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Port Addressing

Port Numbers

Port Number Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Registered Ports
4915210 65535 | | Private and/or Dynamic Ports
\
| |
Registered UDP Ports: Well Known UDP Ports:
1812 RADIUS Authentication Protocol 69 TFTIP
2000 Cisco SCCP (VolP) 520 RIP
5004 RTP (Voice and Video Transport
Protocol)

5060 SIP (VolP)
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Port Addressing

Port Numbers

Port Number Range Port Group

0to 1023 A Well Known (Contact) Ports
1024 to 49151 A Registered Ports
19152 to 65535 | | Private and/or Dynamic Ports

|
Registered TCP/UDP Common Ports: Well Known TCP/UDP Common Ports:
1433 MSSOL 53 DNS
2948  WAP (MMS) 161 SNMP

531 AOL Instant Messenger, IRC
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Clients Sending TCP Requests

_HTTP response: Server
Source Port 80

Destination Port 49152

Source Port 25
Des‘natlon Port51152

HTTP: Port80

Client 1 SMTP: Port 25 Client 2
g Client requests to g
TCP server
HTTP Request: SMTP Request:
Source Port: 49152 Serverresponse to TCP clients  Source Port: 51152
Destination Port: 80 use random port numbers as the  pestination Port: 25

destination port.
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Transport Layer Services

INSTANT m—==v—ee S rm— i MULTIPLE WEB PAGES
MESSAGING L 2 —_— R
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E-MAIL

IP TELEPHONY

To: you@example.com (VOIP)

From: me@example.com

Subject: Email R
STREAMING VIDEO
Establishing a Session Reliable delivery means lost
ensures the application is ready segments are resent so the
to receive the data. data is received complete.
Same order delivery Flow Control manages data
ensures data is delivered delivery ifthere is congestion on
sequentially as itwas sent. the host.
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TCP Connection Establishment and Termination

TCP Three-Way Handshake

Step 1

A TCP client begins the three-way handshake by sending a
segment with the SYN (Synchronize Sequence Number) control
flag set, indicating an initial value in the sequence number field in
the header. This initial value for the sequence number, known as
the Initial Sequence Number (ISN), is randomly chosen and is
used to begin tracking the flow of data from the client to the server
for this session. The ISN in the header of each segment is
increased by one for each byte of data sent from the client to the
server as the data conversation continues.
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TCP Connection Establishment and Termination

TCP Three-Way Handshake

Step 2

The TCP server needs to acknowledge the receipt of the SYN
segment from the client to establish the session from the client to
the server. To do so, the server sends a segment back to the client
with the ACK flag set indicating that the Acknowledgment number
is significant. With this flag set in the segment, the client
recognizes this as an acknowledgement that the server received
the SYN from the TCP client.

The value of the acknowledgment number field is equal to the
client initial sequence number plus 1.

Class :First Lecturer : Ahmed M. M. S. Al-Salih 30
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TCP Connection Establishment and Termination

TCP Three-Way Handshake

Step 3
Finally, the TCP client responds with a segment containing an
ACK that is the response to the TCP SYN sent by the server.

There is no user data in this segment.

Class :First Lecturer : Ahmed M. M. S. Al-Salih 91
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TCP Connection Establishment and Termination
TCP Three-Way Handshake

TCP Connection Establishment and Termination
A B

=) =

@ Send SYN
(SEQ=100 CTL=SYN) . T —
« —— | Send SYN.ACK@
SYN received (SEQ=300 ACK=101 CTL=SYN,ACK)
Established

(SEQ=101 ACK=301 CTL=ACK| ——— 3

ctl = Which control bits in the TCP header are setto
1
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Managing TCP Sessions

= Trace the steps used by the TCP protocol in which
sequence numbers and acknowledgement numbers are
used to manage exchanges in a conversation

Acknowledgement of TCP Segments

Source Port

Destination
Port

Sequence
Number

Acknowledgement
Numbers

Start with byte #1,
1 am sending 10 bytes.

Source Des. Seq. Ack.
Source Des. Seq. Ack.

10 bytes

I received 10 bytes J

| expect byte #11 next.

fﬂ:ing with byte #1.

Source Des. Seq.

Ack.

—

-

23 1028

1

more bytes starting

with byte #11
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TCP Segment Acknowledgement and Window Size

Sandear Window size = 30 Racajvear

1500 bhytes

Sequences number 1 - Receive 1 - 1500
N ETILIN es
Sequence numibrer 1501 ot - Receive 1501 - 3000
Receive Acknowledge —a Acknowledgement number 3601

NETILIN =S
Sedquence numlb>er 3001 e - Receive J001 - 4500

1503 bytes

Sedquence numb>er 4501

Y

Receive 4501 - GOdE

Receive Acknowledge g Acknowledgement number G001

The window size determines the number of bytes sent
before an acknowledgment is expected.
The acknowledgemeaent number is the number of the next
expected byte.
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TCP Congestion and Flow Control

Saendear Window size = 3000 Eeceajvar
1508 bhytes
Sequence number 1 =  Receive 1 - 1500
1500 hytes
Sequence number 15K L - Receive 1501 - 3000
Receive Acknowledge -{ Acknowledgement number 3001
1500 bytes Segmemt 3 is lost because of
Sequence number 3001 x 3 congestion at the receiver.
1500 bytes 5
Sequence number 4561 - Receive 4501 - 6000
Receive Acknowledge ——af Acknowledgement number 3001

Window size = 1500

If segments are lost because of congestion, the Receiver
will acknowledge the lastreceived sequential segment and
reply with a reduced window size.
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TCP Termination

1. When the client has no more data to send in the stream, it
sends a segment with the FIN flag set.

2. The server sends an ACK to acknowledge the receipt of the
FIN to terminate the session from client to server.

3. The server sends a FIN to the client, to terminate the server to
client session.

4. The client responds with an ACK to acknowledge the FIN from
the server.
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TCP Termination

TCP Connection Establishment and Termination
A B

= =

@ sena

FIN received

Send ACK

@
Send FIN @

ACK received

FIN received

~
~ =
-
@ Send ACK \
ACK received
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UDP Protocol

Different datagrams may
take different routes.

Data

Data is

divided into

datagrams.

UDP: Connectionless and Unreliable

Datagram 1

Datagram 2
Datagram 3
Datagram 4
Datagram 5

Datagram 6

_—
Having taken

different
routes to the
destination,
datagrams
arrive out of
order.

Datagram 1
Datagram 2
Datagram 6
Datagram 5

Datagram 4

Out of order
datagrams are
not re-ordered.

Lost datagrams
are not re-sent.
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UDP Protocol

Clients Sending UDP Requests

. Server
Source Port 53 Source Port 1812
Destination Port 49152 Destination Port 51152
DNS: Port 53 Client 2

g T g

Server response to UDP clients use well known port
numbers as the source port.

Client 1 waiting for Client 2 waiting for server
server DNS response RADIUS response
on Port 49152 on Port 51152
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TCP

Transport Layer Protocols

he ad -
B e @
TCP/IP Model h -
= |IP Telephony = SMTP/POP (Email)
< Streaming Video OSL Model - HTTP
Application
Required Protocol Presentation APplicales
Properties Required Protocol
= Fast Session Properties
= Low overhead = = Reliable
- Does not require { Transport L == Transport = Acknowledge data
acknowledgements * Resend lost data
= Does notresend lost Network l INtoret = Delivers data in
data 1 order sent
* Delivers data as it Data Link ¢ 0 *  Connection Oriented
arrives |
- - L ]
« Connection Less Physical I Network Access Flow control

» Best effort delivery + Guaranteed delivery

Application developers choose the appropriate Transport Layer protocol based on the nature
of the application.
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Transport Layer Role and Services

TCP and UDP Headers

R
TCP SEGMENT & HEADER FIELDS
Bit 0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16) A

Sequence Number (32)

Acknowledgement Number (32)

Header Length {(4) Reserved (6) Code Bits (6) Window (16) Bft(:es

Checksum (16) Urgent (16)

Options {0 or 32 if any)

APPLICATION LAYER DATA SEGMENT (Size varies) v
UDP SEGMENT & HEADER FIELDS

Bit (0) Bit (15) Bit (16) Bit (31)

Source Port (16) Destination Port (16) T

Length (16) Checksum {(16) 8 Bytes

APPLICATION LAYER DATA SEGMENT (Size varies) ¢
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